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Oh the Places We Will Go......

CTO Enterprise and Cyber Security
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Uber

The world’s most
popular media owner,
creates no content.

Alibaba

The world’s largest
accommodation provider,
owns no real estate.

The world’s largest
taxi company, owns
no vehicles.

Facebook

The most valuable retailer,
has no inventory

Airbnb
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2016
IN.2666THE WORLD GENERATED

TWO EXABYTES

OF NEW INFORMATION

EVERY DAY




“The Intemet of Things
isn’t about the Things...

It's about the services.”

Stace Higl?inbotham -
ThingMonk 2016



IOT S&l Sharing Economy

Business Models | -
Increasing utilisation

of under used assets
@ Delegating Tasks to Machines

“Alexa order me some ukulele strings”
“Pay the generator for what you use...”

Supply Chain Efficienc
pPply y

What happened to my package on route?



loT is inherent Implicit underpinning of
distributed Y > P t?ust

&)




Problem 1:

Today’s trust model
IS client-server



Problem 2:

People keep breaking
Things




Attack preventionis a
broken model...
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Situation
Aware

Not looking or even
considering the Impact of
People, Data, and Process

Situation
Arrogance

Understanding the Critical
Elements: People, Data,
and Process

Situation
Ilgnorance

Consideration of People
Data and Process
However No Action

Accelerate2017
DRIVE FOR GROWTH




SITUATIONAL AWARENESS:
IS THE BAD GUY’S WEAPON

gemalto™




DATA RECORDS LOST OR STOLEN SINCE 2013

n . 1 0

9 1




Hackers need to findit; !' ;
Extract it, refine it. o

Distribute it and monetize it




User Needs
Environment «——*

Mapping

' Risks

Risk Mitigation

Master your Situational Awareness




Data Security Elements

<>

Technology Process




ENVIRONMENT

0101010
1010101
1100101

PEOPLE

PROCESS




DATA LOCATIONS

0101010
1010101
1100101
VM

FILE FOLDER

NETWORK

gemalto™




DATATYPES

0101010
1010101
1100101

CREDIT CARD HEALTH CARE TRADE SECRETS

gemalto”




INTEGRITY AUDITABILITY

CONFIDENTIALITY AVAILABILITY ACCOUNTABILITY

gemalto™




SOLUTIONS

0101010
1010101
1100101

AUTHENTICATION ENCRYPTION KEY MANAGEMENT ROOT OF TRUST

gemalto”




ATTACK

TAKE GONTROL STEALINFORMATION | DISRUPT SERVIGES

Controls for smart door locks and
lighting systems can be vulnerable.

1 Persocnal-fitness

Infotainment devices can tell

systems offer a hackerwhere
Door locks multiple ways yOU Hrey
have been into a car's B .
unlocked electronics, E::irga ers
remaotely.
: 4 attacked
remotely.
Malware- High-capacity
infested insulin pumps

are vulnerable.

refrigerators —_—
have sent
spam.

_i':.ﬁ Hacked vehicle-
L control systems
2| can allow remote

control of brakes,




BEGIN RSA PRIVATE KEY “filetype:key —github”
To find private RSA Private SSL Keys
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G BEGIN RSA PRIVATE KE' X -

& c ‘ @ Secure | https://www.google.co.th/search?q=BEGIN+RSA+PRIVATE+KEY +filetype%3Akey +-github“8oq=BEGIN+RSA+PRIVATE+KEY+ "filetype¥ 3 Akey+—github"&ags=chrome. 69i57)69i5914.836)0j 7 &sourceid=chrome&lie=UTF-§ Q ﬁ| N G| (=
Go _ gle BEGIN RSA PRIVATE KEY “filetype:key —github” !, Q
All Images Videos News Maps More Settings Tools

About 4,270 results (1.11 seconds)

No results found for BEGIN RSA PRIVATE KEY “filetype:key —github”.

Results for BEGIN RSA PRIVATE KEY filetype:key —github (without quotes):

nodetunes/private.key at master - stephen/nodetunes - GitHub

https://github.com/stephen/nodetunes/blob/master/private key v
AirTunes v2 Server implementation. Contribute to nodetunes development by creating an account on

GitHub.

Portus/server.key at master - SUSE/Portus - GitHub
https://github.com/SUSE/Portus/blob/master/vagrant/conf/ca_bundle/server.key v
52 lines (51 sloc) 3.17 KB. ---—-BEGIN RSA PRIVATE KEY--—-. MIIJKQIBAAKCAgEAYWA25/CoT+

VsvChwwix71KQIYRy5gzadOufi32t4NpP8O27th.



o nodetunes/privatekey a° X

“ c 8 GitHub, Inc, [US] | https://github.com/stephen/nodetunes/blol

b/master/private.key

| o 5 [
Q‘;:\_j‘ & i

¢» Code

Issues 17 Pull requests 5 Projects 0 Wiki

Branch: master v | nodetunes / private.key

. stephen i hope publishing this is ok

1 contributor

23 lines (23 sloc) 1.63 KB

----- BEGIN RSA PRIVATE KEY-----

MIIEpQIBAAKCAQEAS9dE8qLieItsH1WgircFRK]6eUNgi+bGLOXIHL3U3GhC/j0Qg90u3sG/1CUt
WC5VOYvFDMFI60SFXi5ELabWImT2dKHzBIKa3k9ok+8t3ucRgMd6DZHI2YCCLIDRKSKvEkDgnwaU
WPdpOMXz1iC/AMJ3Z/1UVX1G7WSHCAWKF1zNS1leLvgr+boEjXuBOitnZ/bDzPHrTOZz8Dewduowxf
/+5G+NCK3eQIVxqcal/VEHKIVd2M+5qL71y]Q+87X60V3eaYvt3zWZYD6zZ5vYTertij2VZozZmni/
UAaHqn9JdsBWLUEpVViYnhimNVvYFZeCXg/IdTQ+x4IRdiXNv5hEewIDAQABACIBAQD18AXY IXFI
BLmkzkEiqoSwFePsmVrPzHIKsnwLGH+QZ1vjWd8SWYGN7u1587HvhF5N3drJoVU3014nDY4TFQAa
L1J9VM35AApXaLyY1ERrN7u9ALKd2LUWYhM7Km53904yUFYikE2nIPscESAS1tpx0gUGCY7b7ez5
NtD6nL1ZKauw7aNXmVAvmITcuPxWmoktF3gDIKK2wxZuNGcJEQUFQEGAZ3BriP7yoNuSK3dii2jm
1pPHre0/KnPQtzI3eguhe@Twlem/eYSdyzMyVx/YpwkzwtYL3sR5k@o9rKQLtvLzfAqdBxBurciz
aaA/LOHIgAmOit1GIA2saMxTVPNhAOGBAPfgvloeZxgxmotiCcMXFEQEWF1zhWYTsXrhUIuz5jFu
a39GLS99ZEErhLdrwj8rDDViRVI5sk0p9zFv1YAHS8xh92711E7V/ysnKBfsMrPkk5KSKPrnjndM
oPdeviinVkgl5jxFuNgxkOLMuG9153B4yMvDTCR1IIPMQ++N2iLDaRAcGBAOSV//mUBeVkQaoANTEZ
oMIWBCNAxWWA2cSEIHkdSAFFkFtuv8oyLDCG3ZAfOvVrhrrikrfaZef+AUb69DNggq4mHQAYBp7 L+
k5DKzJrKuO®r+RBYbY9IpZD1+/g9dVt91d6LQNepUE/yY2PP5CNoFmjedpLHMOPFdVgqDzDFxUShL

o] rr/x geRvwlz o3Zp egun e ok niGa r gsVv>Ens V.

Graphs

Find file  Copy path

4485782 on Jan 17, 2014

Raw Blame | History [J & [0



site:github.com inurl:sftp-config.json

Pulling Secure FTP login credentials from

github repositories




Bacony | R=m R x|

G sitexgithub.com inurlisfty X

“ & @ Secure | https)//www.google.co.th/search?q=site%3Agithub.com+inuri%3Asftp-configjson&og=site%3Agithub.com+inurl%3Asftp-config.json&ags=chrome..69157j69158]69i60)6915913.790j0;4 &sourceid=chrome&ie=UTF-§ @ f} & & B (=

GO gle site:github.com inurl:sftp-config.json  Q

All Videos Images News Maps More Settings Tools

About 372 results (1.50 seconds)

hiphopdiss.com/sftp-config.json at master - devxoul/hiphopdiss.com ...
https://github.com/devxoul/hiphopdiss.com/blob/master/sftp-config.json ¥
Contribute to hiphopdiss.com development by creating an account on GitHub.

NatRouter/sftp-config.json at master - Madh93/NatRouter - GitHub
https://github.com/Madh93/NatRouter/blob/master/sftp-config.json ¥

PAT sobre un Router simple con Mininet y Ryu. Contribute to NatRouter development by creating an
account on GitHub.

pianolol/sftp-config.json at master - felixgirault/pianolol - GitHub
https://github.com/felixgirault/pianolol/blob/master/sftp-config.json ¥
pianolol - Un piano que quand t'appuis dessus ca sort des trucs tout nazes.

warioware/sftp-config.json at master - afahim/warioware - GitHub

2 bl o AR o B P LR A% /§-{I RPN PR I | £k, /7 (TSN T . (L



€) pianclol/sftp-configjsan % s | ] [

& (4 ‘ 8 GitHub, Inc. [US] | https://github.com/felixgirault/pianolol/blob/master/sftp-config,json @ ﬁ‘ & & B =1
Branch: master = pianolol / sftp—config.json Find file  Copy path
Leimi on balance pas les fichiers sass sur le ftp 59d26fe on Jan 15, 2013

1 contributor

42 lines (35 sloc) & 1.24 KB Raw Blame History [J »#° T

//Jrhelitabllkeyfuilllicyclefthroughlithellsettingsuhenifirstlicreated
httpH//wbond.net/sublime_packages/sftp/settings

/ /RsttoMlFtoflorfiFtps

"type": "ftp",

"save_before_upload": true,
"upload_on_save": false,
"sync_down_on_open": false,
"sync_skip_deletes": false,
"confirm_downloads": false,
"confirm_sync": true,

"confirm_overwrite_newer": false,

"host": "ftp.tout-le-jardin.com",
"user": "toutlejau",

"pa ssword": "password",

B oot 22",




Anticipating The Future
Oh the Places w will go...

gemalto™




Forget

What you know about Information
Security




We Need

A new mindset




Transform the mindset

from Breach Prevention




| [o

Breach Acceptance




Think like a bad

guy...

What is he after?




Data

The New Ol




Ok !

What should | do now




How about

“Kill” the Data ..............




And control access

“To” the Data ..............




Crypto Loves Cloud & Data




L

Hackers Hate Crypto




Culture

Data Security in everything




Is it really

That simple




Are You Who You Say Your Are

Live HACK. . . KARMA, &SRR Attack againt you
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With Gemalto,
Protect what matters, where it matters, when it matters

. Assess the security needs of your Customers
infrastructure thru risk evaluation >> Security by
design

Secure the breaches from embedded software to
secure element

* Encrypt data

» Store and manage keys

« Control user access

Make evolve your Customers security
+ Life cycle management of security credential
» Control new entrant in the eco-system

gemalto’

sacurity to ba free




Thaenk You

@HART _JASON
# SITUATIONAL AWARENESS




