
 

 

Connectivity Protocols for  

Smart Lighting Systems 

Introduction 

Lighting control systems are crucial to implementing energy-efficient systems by automatically turning on or off lights based on 

occupancy, adjusting lighting levels based on ambient conditions and by streamlining management capabilities.   Some studies 

estimate that lighting control systems save close to 40% of energy consumption and this is the biggest driver for the increasing 

adoption of control systems in commercial settings (Figure 1).  

 

Figure 1: Average Energy Savings by Employing Lighting Control Systems with Sensors
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Further, the emergence of the Internet of Things (IoT) and new possibilities with sensors and wireless connectivity is changing the 

lighting landscape. The new value in integrating data from sensors and transmitting it to the cloud for analysis and insights is gaining 

traction and presenting new opportunities and new services. This era of connected lighting has also resulted in several network 

protocols designed for specific purposes and environments.  This article summarizes the current and emerging protocol landscape 

for lighting control systems. 
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Lighting Control Protocols Landscape 

Many wired and wireless protocols are available today and OEMs must consider several factors before deciding the optimal protocol 

that suits the needs of the end application.   Wired protocols offer reliable performance and greater control. However, the cost of 

wiring and installation can be high especially in commercial settings.  In recent times, low-cost wireless connectivity protocols like 

ZigBee, Bluetooth LE, and Wi-Fi have shown potential to reduce costs to provide scalable options.  The figure below features the 

popular lighting protocols.  

 

Figure 2: Popular Lighting Protocols 

The choice of protocol is driven by considering several factors:    

1. The size of installation – How many end-points must be connected and the requirement for central control.  For large 

installations, wired protocols can greatly increase the complexity of the network and cost of wiring and installation.  

2. Interoperability with other devices and systems – Are the lights expected to be interoperable with other devices in the 

network (thermostats, etc.).  Does the protocol provide flexibility for future upgrades? 
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3. The range of communication – What is the maximum range of communication required.  While both wired and wireless 

protocols are subject to transmission losses, special allowances for environmental related losses (noise, interference, 

obstacles such as walls and barriers) should be made for wireless protocols. 

4. Scalability of the network – Building systems that meet current requirements while providing the capability for future 

enhancements is a key.  Protocols that easily allow adding or removing lights from the network should be considered. 

5. Security requirements – Hackers already proved that breaching a light to gain access to the entire network is possible.  

Securing the network and endpoints is especially critical in today’s connected environments.   

6. Device management requirements – Protocols offer local (Bluetooth) or remote (IP-based such as Wi-Fi or Thread) 

management capabilities.   

7. Cost of installation and maintenance - Upfront investments and ongoing costs for maintenance and repair should be 

included in the total cost of ownership  calculations   

 

Survey of Protocol Usage – Current and Future 

Figure 3 shows survey results on lighting protocol usage in 2016.  Open protocols are preferred to proprietary technologies and 

DALI is the predominant communication technology used.   Wireless is still in its early stages of adoption but is increasingly 

considered as the future. Primary advantages are the elimination of wiring and the ability to drive more monitoring and control 

points. The most common wireless technologies for Lighting include ZigBee, Bluetooth, Wi-Fi, and EnOcean.  

 

 

 

 

 

 

 

 

 

 

 
Figure 3: Lighting Protocol Usage in 2016 

(Source: Strategies Unlimited)  
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Lighting Technologies for the Future 

An in-depth lighting market wide study conducted in 2015 revealed the communication protocol preferences over the next three 

years (Figure 4).  Key takeaways from the study include 

1. DALI not seen as a dominant protocol in the future.  While it’s hard to predict the pace of transition, the growth in 

wireless technologies will probably dominate DALI-based installations 

2. The trend towards wireless, especially in indoor applications - Wireless lighting control is gaining traction in indoor 

professional lighting and commercial markets.  Wi-Fi, ZigBee, and Bluetooth will be the primary contenders. 

3. Hybrid solutions implementing two or more protocols will also gain traction in critical applications.  In addition, having 

interoperability capabilities with multiple devices will help future-proof existing solutions 

4. Powerline communication is the leading contender for connecting industrial-based lighting solutions.  Wireless 

technologies  

Note that the survey conducted did not include Thread as an option.  In April 2016, The Connected Lighting Alliance (TCLA), the 

primary advocate of wireless lighting connectivity, announced that it is collaborating with the Thread Group on an open protocol 

solution for the network-layer in indoor professional lighting applications.  Thread’s advantages of IP addressability, robust security, 

easy commissioning and management, and no single point-of-failure make it an attractive option for the next generation of lighting 

solutions.  

 

Figure 4: Connectivity Protocol Usage in the Next 3-5 Years 

(Source: Strategies Unlimited) 



 Connectivity Protocols for Smart Lighting Systems 

 
 

Summary 

Connected lighting systems bring new opportunities for energy and cost savings, especially in commercial environments that control 

a large network of lights.  Low-cost sensing, wireless connectivity, and readily available cloud-based solutions have changed the 

landscape and made it ripe with disruption opportunities.  Driving innovation in this environment involves making decisions around 

business models, go-to-market approach and technology choices.   

The existing and emerging connectivity protocols aim to drive greater adoption of connected solutions.  Decisions around 

connectivity should be driven by current and future trends – easy to install, manage, control and service; scalable; reliable; and low 

total cost of ownership.  Arrow Lighting has the technical know-how, broad supplier offering, and value-added services to help 

OEMs adopt new technologies and compete effectively. 
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